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Overview

National security is a broad concept which has evolved
as the ability of a state to protect and defend its citizens to
include its society’s norms, rules, institutions, and values
more broadly."® There has been an increasing focus on
how anonymously owned companies can create a threat
to national security, and therefore how transparency and
visibility of the individuals who ultimately own and control
companies — the beneficial owners — can help protect
it. There is a range of ways in which a lack of visibility on
company ownership can help malign actors circumvent
domestic legislation and create loopholes that present
security threats, ranging from physical security threats
to citizens (e.g. crime and terrorism) to interference with
governance (e.g. political corruption, and undermining
democracy and the rule of law).

In December 2020, the United States (US) committed to
the implementation of a central - albeit non-public — bene-
ficial ownership (BO) register. The main stated reason for
the US commitment has been to protect national security.?
In June 2021, President Biden published a memorandum
in which he listed the reporting of beneficial owners and
the reduction of offshore financial secrecy as solutions
to “‘countering corruption as a core United States national
security interest”® The idea that anonymously owned
companies can present security threats has also gained
attention through the focus on the influence of foreign
funding on domestic politics, such as in Australia* and in
the European Union (EU).® Despite the rhetoric of benefi-
cial ownership transparency (BOT) in the national security
context, there is little detailed examination of its role.

Over a hundred jurisdictions have committed to the imple-
mentation of BOT reforms, which aim to make informa-
tion about beneficial owners available to a range of actors
who use the data to achieve certain policy goals.® BOT, and

the use of BO data more broadly, can be used to further
numerous policy aims. As the use of BO data emerged in
anti-money laundering (AML), its roots are, arguably, in
the field of national security.

The US and other countries started implementing AML
policies in earnest from the 1970s in response to the drug
trade, at a time when the Soviet Union actively encouraged
narcotics trafficking by its non-state proxies.” The body
of AML policies expanded to incorporate countering the
financing of terrorism (CFT) during the 1990s, and CFT
policies were widely adopted following the 11 September
2001 terrorist attacks® More recently, BOT has proven
useful in a range of other policy areas, including: domestic
resource mobilisation (e.g. by preventing tax evasion and
in assessing the feasibility and enforcement of a wealth
tax®); public procurement;® improving the ease of doing
business (e.g. by helping companies better manage risk
and leveling the playing field);" and resource governance
(e.g. in the extractives industry).”? A comprehensive review
of how these policy areas may intersect with the subject
of national security and how BOT, specifically, can further
national security policy aims has not been conducted.

This briefing sets out how BOT can contribute to specific
national security aims across different policy areas. It will
focus specifically on the nation state, and on how the imple-
mentation of BOT domestically can help further national
security aims. The activities of a foreign state or actor in a
third country, the perceived threats they may pose, and the
ways in which the implementation of BOT in third coun-
tries can mitigate these threats are outside the scope of
this briefing. In other words, the briefing will not consider
potential national security threats to Country A caused
by Country B's activities in Country C, for a few reasons.
First, these perceived threats might be more geopolitical in

a  Forexample, New Zealand includes protecting the country’s “status as a free and democratic society from unlawful acts or foreign interference” inits
national security definition. At China’s National Security Commission's first meeting on 15 April 2014, President Xi Jinping articulated the concept of ‘holistic’
or ‘overall national security’ (Zongti guojia anquanguan), comprising 11 areas of concern, including political security, which has also been institutional security
orideological security. See: “Defining National Security: The agencies' role in protecting New Zealand”, Department of the Prime Minister and Cabinet,

September 2017,
China US Focus (blog), 23 April 2014,

: Shen Dingli, “Framing China's National Security”,


https://dpmc.govt.nz/sites/default/files/2017-09/fact-sheet-3-defining-national-security_1.pdf
https://www.chinausfocus.com/peace-security/framing-chinas-national-security/
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nature and difficult to substantiate, delineate, and define.
Second, BOT is most often implemented through a series
of reforms at the national level (i.e. Country A does not
regulate company ownership transparency in Country C),
so is beyond the scope of their action. Third, Country C
might welcome Country B's activities, as can be argued, for
instance, in many countries involved in the Belt and Road
Initiative.

The briefing will illustrate key BOT use cases for national
security using country examples from across the globe.
Due to the US focus on this issue, many of the case studies
in this briefing will look at the US. The briefing concludes
that BOT can help mitigate a range of national security
threats, and focuses on five areas. It will start with the policy
areas where BOT has its roots. These subjects are already
well covered, but the specific added value of BO data in the
context of national security is less so:

@ preventing corruption and organised crime;
@ countering the financing of terrorism;

@ enforcing economic and financial sanctions on
individuals, organisations, and jurisdictions.

Subsequently, the briefing will look at more recent national
security use cases of BOT:

& protecting strategic sectors;

@ preventing interference in governance systems and
the rule of law.

These issues can have both a direct and indirect bearing
on national security. The policy areas are interlinked, but
the nature of the security threats, and the ways in which
anonymous companies exploit loopholes that BOT can
help close, are different. In certain cases, companies can
be used to effectively make a country complicit in illegal
activities outside its jurisdiction, which can negatively
impact national security. In other cases, companies are
used to circumvent domestic laws which are in place to
safeguard national security interests (e.g. political lobbying
regulations). A number of these relate to corruption, whilst
others relate to fraud or the enforceability of established
legislation. In all cases, corporate structures are used
to hide the true identity of those who actually own and
control companies.

=

The threats can involve both state and non-state actors. It
is often difficult to determine whether activities that pose
potential security threats emanate from state or non-state
actors, and where the difference is unclear (e.g. with state-
owned or state-linked companies, or with state-owned or
politically linked companies). Anonymous companies
can be used by both state and non-state actors as an inten-
tional tactic to exploit security weaknesses in a country.
Other times the intent can be different (e.g. self-enrich-
ment), but the action can nevertheless be damaging to
national security. The term strategic corruption describes
cases where actions are coordinated by a hostile state and
there is clear intent to undermine national security.® The
actions themselves may involve non-state actors, with or
without their knowledge. The use of anonymously owned
corporate structures makes it very hard to know if a state
actor is involved. In strategic corruption, corrupt induce-
ments are wielded against a target country by foreigners as
a part of their own country’s national strategy."

National security cuts across a range of policy areas, and,
therefore, BO information will need to be made available
to a range of different actors to effectively counter secu-
rity threats. BOT and the presence of BO data alone will
not achieve policy outcomes. Impact requires the data to
be usable and used, and may need complementary legis-
lation which the data can help monitor and enforce. The
main value of BO data is its use in combination with other
relevant data (e.g. procurement data), meaning structured
and interoperable data is most effective. Foreign state
ownership of companies is relevant and should therefore
be captured as part of BO disclosures in a standardised
way.* To achieve its aim, central and public BO registers
provide the most effective access to the broadest range of
different actors.? Beyond specific use cases, BOT provides
visibility and knowledge of who is operating in an economy
and financial system, which is fundamental information
for knowing how best to protect it.

b The Belt and Road Initiative is a major Chinese global infrastructure development strategy, adopted in 2013, that seeks to connect Asia with Africa
and Europe vialand and maritime networks through significant infrastructure investments. Around 140 countries have signed up to the initiative. It is
considered part of China's growing efforts to exert influence which is seen by some other countries as a threat. See: Wendy Leutert and Jack Nolan,
“Signing up or standing aside: Disaggregating participation in China's Belt and Road Initiative”, Brookings, October 2020,

¢ Also known as weaponised corruption.

d  Kiepe, “Making central beneficial ownership registers public”. These and other best practices for effective beneficial ownership disclosure are detailed in
the Open Ownership Principles. Effective disclosure generates actionable and usable data across the widest range of policy applications, and minimises
loopholes. See: “Principles for Effective Beneficial Ownership Disclosure”, OO, July 2021, .


https://www.brookings.edu/articles/signing-up-or-standing-aside-disaggregating-participation-in-chinas-belt-and-road-initiative/
https://www.brookings.edu/articles/signing-up-or-standing-aside-disaggregating-participation-in-chinas-belt-and-road-initiative/
https://www.openownership.org/principles/
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Figure 1. How beneficial ownership information can be used for national security
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The diagram visualises the flow of BO information and complementary data to actors that can contribute to safeguarding national security.
Governments can collect and verify BO information in central registers for all companies in an economy as part of commitments or international
obligations. Central registers are the most effective way to provide access for authorities. Making the information public means the datais available to
the widest possible set of actors, and can decrease access times for certain data users, such as foreign law enforcement. Structured data is more easily
integrated with other data sources and improves overall usability.

BO information can be used by actors in arange of different ways to strengthen a range of national security outcomes, including by using data in inves-
tigations and due diligence, monitoring, sanctioning and enforcing legislation, and to screen investments and improve public procurement. This helps
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Preventing corruption and organised crime

Both domestic and foreign corruption, as well as organ-
ised crime, can form national security threats. Domestic
corruption has long been recognised as a potential threat
to peace, stability, and security (for instance, by compro-
mising human rights and eroding trust in government).”
More recently, the focus has shifted to how corruption in
one country can have national security implications for
another. Whilst academics question the causality between
corruption and conflict,’® the co-occurence of corruption
along with other drivers, where and when global security
threats emerge, has been well documented.” Corruption
has also been linked to transnational organised crime.
Corruption can enable some economic crimes, and they
share similar drivers and rely on similar mechanisms
to move and launder illicit funds.” Transnational crime
was declared a national security threat by the US Obama
administration, stating that it had “dire implications for
public safety, public health, democratic institutions, and
economic stability”'® A 2020 national risk assessment in
the United Kingdom (UK) said organised crime has “more
impact on UK citizens than any other national security
threat” by affecting public services, infrastructure, and
vulnerable individuals.?

Even if the act of corruption or crime occurs in another
country, domestic policies are relevant because those who
profit from corruption or transnational crimes often move
the illicit proceeds abroad through the globalised financial
system. Foreign actors can use domestic institutions to
hide, safeguard, invest, and spend the proceeds. Often they
are attracted to and use Western financial institutions, due
to the openness of their economies and the veneer of legit-
imacy they provide.?' As research and multiple leaks and
investigations have shown, major Western financial centres
are a key conduit for the proceeds of corruption and trans-
national crime.?? For instance, the 2020 UK National Risk
Assessment of Money Laundering and Terrorist Financing
estimated money laundering in the UK to potentially be in
the hundreds of billions of pounds annually, saying that the
majority of this is likely to be corrupt money from outside
the UK.?® Complex corporate structures are often set up in
jurisdictions that do not have transparency requirements

for company ownership. Such arrangements allow funds
to enter the financial system; create distance between the
perpetrators and their proceeds; and enable wealth to be
acquired from the proceeds, often by integrating the funds
into the formal financial system.

Countries have been tryingto fight corruption both athome
and abroad through extraterritorial anti-bribery legisla-
tion that criminalises paying, receiving, and handling the
proceeds of corruption.?* Corruption is also increasingly
being recognised as a predicate crime for money laun-
dering offences. AML policies seek to tackle corruption
and other crimes, such as narcotics trafficking indirectly by
targeting their profits. The EU’s proposed sixth Anti-Money
Laundering Directive (AMLD6), for instance, defines and
standardises 22 predicate offences for money laundering
in all EU member states, including corruption.?® Such poli-
cies place corruption squarely within the scope of AML
legislation, the international standards of which are set by
the Financial Active Task Force (FATF), the inter-govern-
mental policy body founded in 1989 by the G7.2° Part of
the FATF Standard are recommendations for preventive
measures to stop criminals from using financial institu-
tions and certain designated non-financial businesses.

AML legislation places requirements on so-called obliged
entities to carry out due diligence on clients as part of know-
your-customer (KYC) requirements, and report suspicious
activities and transactions to financial investigative units
(FIUs). These entities are most commonly financial institu-
tions, but in some jurisdictions also include the insurance,
real estate, law, and accounting sectors - also known as
designated non-financial businesses and professions
(DNFBPs).
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Box 1: The United States: crime, corruption, and
national security

On 25 July 2011, the Obama administration released
the Strategy to Combat Transnational Organized
Crime: Addressing Converging Threats to National
Security. In it, the government states that the pene-
tration of transnational organised crime into govern-
ment and institutions is ‘exacerbating corruption
and undermining governance, rule of law, judicial
systems, free press, democratic institution-building,
and transparency”?”

In June 2021, US President Biden’s administration
went further, stating that corruption ‘contributes
to national fragility, extremism, and migration; and
provides authoritarian leaders a means to under-
mine democracies worldwide”

“Corruption threatens United States national secu-
rity [...] and democracy itself. But by effectively
preventing and countering corruption and demon-
strating the advantages of transparent and account-
able governance, we can secure a critical advantage
for the United States and other democracies.””®

The role of beneficial
ownership transparency

BO as a concept, and BO information as a resource,
emerged as part of the customer due diligence and KYC
obligations established under AML regulations, to identify
the real individuals behind companies. In order to address
challenges around data quality and speed of access for
law enforcement, G8 countries agreed in 2013 to a set of
principles for companies to make their BO information
available to law enforcement and other competent author-
ities, a requirement that was reiterated by FATF in 2014.
In the next few years, a number of countries, starting with
Ukraine and the UK in 2015 and 2016, implemented BOT
by establishing central registers and collecting, verifying,
and publishing BO data. Since then, central registers have
emerged as the most effective way of making BO data
available to competent authorities fighting financial crime.
Making this data public furthers AML aims by making the
data available to a wider set of actors fighting financial
crime, such as civil society and investigative journalists.

Whilst critics have been skeptical about the effectiveness
of broader AML legislation,® conversations with law
enforcement testify to the value of BO data in criminal
investigations. BO disclosures can be useful in these inves-
tigations regardless of whether the information in them is

=

a representation of the truth, as the information contains
claims about ownership at particular points in time, which
can be compared to other records. The information can
help identify individuals with some level of real respon-
sibility in a company and help identify links between
companies to each other through individuals.*® Central
and public registers are core tenets of an effective disclo-
sure regime.®'

BO data can also be used to fight corruption domestically
by using it in procurement processes. As procurement
corruption presents a different set of national security
threats, this will be discussed in more detail further on.
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Countering the financing of terrorism

The Global Terrorism Database and the Global Terrorism
Index define terrorism as “the threatened or actual use of
illegal force and violence by a non-state actor to attain a
political, economic, religious, or social goal through fear,
coercion, or intimidation” Following this definition, juris-
dictions on all continents are affected by terrorism, and it
is subsequently deemed a national security threat in most
jurisdictions.

Following the 11 September 2001 terrorist attacks, the
US government and North Atlantic Treaty Organization
(NATO) allies focused their attention on terrorist financ-
ing*? A United Nations (UN) Security Council resolution
supported the endeavour® and the FATF extended its remit
and issued eight (later nine) Special Recommendations
on Terrorism Financing in October 2001. Since then, coun-
tering the financing of terrorism (CFT) has gone hand in
hand with AML, frequently jointly referred to AML/CFT.

There has been both criticism and support for placing a
responsibility with companies to counter the financing of
terrorism. Critics argue that it is one thing for the govern-
ment to give financial institutions a list of names of people
it deems terrorists, but that it is unrealistic for financial
institutions to detect suspected financing of terrorism
if the government itself does not fully understand how
terrorism is financed.? The idea that anonymously owned
shell companies" are widely used in terrorism financing
is one that has entered public discourse but not one for
which much publicly available evidence exists, especially
for more recent international terrorism threats. The EU’s
fifth Anti-Money Laundering Directive (AMLD5) was
deemed a response to the 2015 terror attacks in France

and Belgium, despite the main method of moving and
using funds being prepaid cards rather than legal entities.*®
The attacks are thought to have been largely self-funded
through job earnings and government benefits.>*

A review of 263 cases in the US found only “one instance
where a shell company might possibly have been involved,
nine instances where active charities were involved, and
six instances where legitimate companies were involved”
Another part of the same research project focused on
non-US cases and found no instances involving shell
companies.®* Whilst it is believed significant financial
infrastructure is required to sustain international terrorist
networks,*® the sums involved in terrorist attacks and
transfers abroad to sustain these networks are small. In
many cases, the source is not necessarily illicit and often
largely cash-based.® Consequently, the search by banks
for transactions potentially funding terror is challenging,
and has limited success.*® This leads some to conclude
the war on terrorism financing has failed.*®* Meanwhile,
the response by financial institutions has been to de-risk
or fully end business relationships with certain clients or
categories of clients (e.g. based on geography) due to the
challenges in assessing risk. This can have the counterpro-
ductive consequence of pushing financial flows into less
regulated (e.g. cash-based) channels, and can sever remit-
tance channels.*°

There is also evidence that, despite global uptake of regula-
tions, enforcement actions against state-aftiliated financial
institutions can fail, especially when this conflicts with
local national security priorities.* Others say the war on
terrorism financing has been more successful than other

e See:SC.Res. 1373,UN. Doc. S/RES/1373 (Sept. 28, 2001): Recognising “the need for States to complement international cooperation by taking additional
measures to prevent and suppress ... the financing and preparation of any acts of terrorism”.

f International sanctions lists, such as the US one administered by the Office of Foreign Assets Control (OFAC), contain individuals suspected of a range of

crimes, including terrorism.

9 The 9/11 Commission extensively reviewed the financing of the 9/11 attacks and found no apparent terrorism financing indicators. See: Richard Gordon, ‘A
Tale of Two Studies: The Real Story of Terrorism Finance”, University of Pennsylvania Law Review 162 no. 269, 2014, 274,

h Ashellcompany is acompany that engages in no substantive business activities, but instead exists as a vehicle, typically to make use of a particular
legislationinanother country, shield another party from liability, or hide a company’s true owner.


https://scholarship.law.upenn.edu/cgi/viewcontent.cgi?article=1129&context=penn_law_review_online
https://scholarship.law.upenn.edu/cgi/viewcontent.cgi?article=1129&context=penn_law_review_online
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efforts to fight terrorism, if measured by the global adop-
tion of CFT legislation.*” There are several cases where
there has been evidence of designated terrorist groups
using shell companies where the line between terrorism
and organised crime blurs. For example, the Revolutionary
Armed Forces of Colombia (FARC), which Colombia and
others designated a terrorist organisation in 1997, was
heavily involved in organised criminal activities, including
drug-trafficking, to finance its activities and had an exten-
sive transnational money laundering network.*?

The role of beneficial
ownership transparency

BOT is most relevant for national security where corpo-
rate entities are involved, and where there is a crossover
between organised criminal activities and terrorist
networks. Whilst there is less evidence of anonymously
owned shell companies being used in terrorism financing
than the policy response may suggest, it is possible
for these structures to be used for financing terror. BO
disclosures can play a crucial role in preventing this
from happening and deterring abuse of corporate struc-
tures for these purposes. However, for this to be effective,
governments should make up-to-date lists of known and
suspected terrorists and financiers available to financial
institutions and DNFBPs, and successfully enforce trans-
gressions.** This will be further explored in the following
section on economic and financial sanctions. Full trans-
parency in company ownership allows all companies
to know with whom they are doing business, and would
therefore make it easier for them to screen the names of
individuals behind companies. BOT could serve as a deter-
rent to anonymously owned companies being abused by
a range of actors, including terrorism financiers. However,
BOT is by no means a silver bullet for countries aiming to
tackle terrorism financing, as many of the financial chan-
nels used will remain out of scope of these measures.



Page100of24 / Usingbeneficial ownership data for national security

Enforcing economic and financial sanctions

Sanctions are part of diplomatic efforts to protect national
security interests and international law, and defend
against threats to international peace and security. There
are different types of sanctions, but the main type that
is relevant to BOT is economic and financial sanctions,
which can be imposed on nations, organisations, or indi-
viduals, and are often associated with organised crime,
terrorism, hostile states, or proliferation financing.' The
use of sanctions can involve seizing or freezing assets, and
banning trade and financial transactions with the target
of the sanctions. Violating sanctions is often a criminal
offence. There are international sanctions lists, such as
the United Nations Security Council Consolidated List,
the World Bank Ineligible Firms and Individuals List,
the Interpol Wanted List, and the EU Consolidated List.
Additionally, many countries maintain their own sanctions
list, for example, the US Office of Foreign Assets Control
(OFAC) Specially Designated Nationals List and the UK
HM Treasury Financial Sanctions List. National sanctions
lists are a predominantly Western phenomenon, but other
countries, such as China, also have sanctions lists.*®

Checking against sanctions lists is a common part of
onboarding new customers and ongoing due diligence
by regulated entities under AML/CFT regulations.
Nevertheless, anonymously owned shell companies -
including entities in the sanctioning jurisdiction - can
be, and are frequently, used to evade sanctions (see, for
be prevented if better information about the ownership of
companies was widely available.

i Proliferation financing comprises financial products and services which are directly linked to the trade in proliferation-sensitive items, such as chemical,
biological, radiological, and nuclear weapons. See: “National risk assessment of proliferation financing”, 13.
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Box 2: Iranian Oil Company (U.K.) Limited and the UK BO register

Figure 2. Ownership and control structure of Iranian Oil Company (U.K.) Limited before 2 November 2018
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Iranian Oil Company (UK.) Limited (IOC) is an oil
and gas company that holds a licence in the UK for a
50% interest in the Rhum gas field in the North Sea.*®
Following new US sanctions against Iran in 2018, OFAC

required the Iranian government’s shareholding to be
transferred into a trust so that Iran could not derive any
benefit or exercise any control from the Rhum gas field
while the US sanctions are in place.*”

Figure 3. Ownership and control structure of Iranian Oil Company (U.K.) Limited after 2 November 2018
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On 2 November 2018, the UK’s BO register showed
the cessation of the Islamic Republic of Iran as the
beneficial owner of IOC, along with the termination of
three Iranian directors. On the same date, the register
shows Jersey-registered FCM Limited incorrectly listed
as the new beneficial owner!“® Filed annual accounts
show that, with effect from 2 November 2018, all of
I0C's shares were transferred to the Bluebell Purpose
Trust, with FCM Limited as corporate trustee.*® From
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December 2020, the UK register lists the non-executive
chair of FCM Limited as the beneficial owner. That
same person is also the beneficial owner of a manage-
ment company set up to manage IOC’s interest in the
gas field.*® This example shows how BO and company
data can be used to monitor and enforce sanctions. It
also shows the challenges opaque structures such as
trusts pose in ensuring sanctions compliance, as the
conditions of the trust are unknown.

J According to both international standards and the UK definition of BO, a beneficial owner must be a natural person, and cannot be a legal entity.


https://find-and-update.company-information.service.gov.uk/company/01019769/filing-history
https://www.sec.gov/Archives/edgar/data/61398/000006139819000021/a33119ex-991.htm
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Box 3: Evasion of US sanctions against Iran
through shell companies

The US has had sanctions in place against the
Islamic Republic of Iran — which it deems a threat
to its national security - since 1979. In March 2021,
charges against 10 Iranian nationals included the
use of shell companies to disguise transactions to
evade American sanctions against Iran. The indi-
viduals are charged with disguising more than USD
300 million worth of transactions over the course of
nearly 20 years - including the purchase of two USD
25 million oil tankers — on Iran’s behalf through front
companies in a number of jurisdictions, including
in the US itself. As part of the scheme, “the defend-
ants allegedly created and used more than 70 front
companies, money service businesses and exchange
houses” In 2016, one of the accused allegedly trans-
ferred USD 66,766 into the US on Iran’s behalf via a
Santa Monica-based company with a bank account
held at Wells Fargo & Co.*'

The role of beneficial
ownership transparency

BO information can be critical for successful investigations
into sanctions violations. Research shows that networks
set up to evade US sanctions against North Korea use
several layers of entities to obscure connections to the
sanctioned country, which reduces “the scrutiny of their
financial transactions in the international financial system
[...] North Korean front and shell companies often share
patterns such as co-locating business addresses and bene-
ficial owners’ as was the case for multiple implicated UK
companies.®® Bulk analysis of BO information can facilitate
the identification of companies sharing beneficial owners
and addresses, which can aid (proactive) investigations
into the violations and evasion of sanctions. In addition
to financial flows, economic and financial sanctions often
also cover non-financial assets. BO data can also be used
by different government agencies in their due diligence
processes to prevent sanctions evasion through the
specific assets they issue licences for, for instance aircraft
agencies potentially involved, governments are recom-
mended to collect and verify the information centrally. Tt
is also critical for BO disclosure regimes to capture suffi-
cient detail about state ownership, as recommended by
the Open Ownership Principles (OO Principles),>* as state
involvement may not be immediately obvious.>®

Box 4: Evading US sanctions through aircraft
ownership

A 2020 study by the US Government Accountability
Office (GAO) found that the government body
that registers civilian aircrafts, the Federal Aviation
Administration (FAA), “generally relies on self-certi-
fication of registrants’ eligibility and does not verify
key information”®® It concluded that the system
is “vulnerable to fraud and abuse when applicants
register aircraft using opaque ownership structures
that afford limited transparency into who is the
actual beneficial owner” The body that manages the
US sanctions list, OFAC, can freeze assets, including

aircraft, under US jurisdiction.

In a case study, the GAO details how, in 2017, the
OFAC sanctioned the Executive Vice President
of Venezuela for his role in international drug traf-
ficking. According to the OFAC, the Venezuelan
government official facilitated drug shipments to
Mexico and the US, by using a frontman to launder
proceeds and purchase assets. According to the
OFAC, in addition to a network of international
companies, this frontman owned or controlled five
US companies. One of these companies, a limited
liability company (LLC), registered an aircraft with
the FAA using a trust to meet US citizenship require-
ments for aircraft ownership. Unrelated to the desig-
nation, the FAA deregistered the aircraft. The FAA
subsequently issued a dealer certificate to the LLC
after the sanctions designation, as it was unaware
the designation had been made.*”

Specifically, a challenge for the FAA is that the
ownership data on individuals and entities “are
stored in files that cannot be readily analyzed due
to system limitations”>® Making centrally collected
and verified BO information available as struc-
tured, machine-readable data could help facilitate
automated red-flag checks for aircraft ownership.
Besides sanctions evasion, aircraft ownership by the
wrong individuals can also pose a more direct phys-
ical safety concern.
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Protecting strategic and sensitive sectors

Threats to strategic and sensitive sectors, such as defence,
energy, telecommunications, or sectors producing
dual-use items* emerge through the inadvertent or inten-
tional acquisition of ownership by hostile actors. These
can also be caused by weaknesses in public procurement,
such as corruption or the lack of due diligence. BO data can
address both these threats by aiding investment screening
and improving public procurement.

Investment screening

A number of countries have policies in place to prevent
the acquisition of ownership in strategic and sensitive
sectors, or more broadly for any foreign direct invest-
ment, by actors with links to hostile foreign states. Broadly,
these policies put in place (foreign) investment screening
mechanisms. The COVID-19 crisis has seen an increase
in these policies to prevent opportunistic takeovers and
acquisitions in a time when many companies find them-
selves in financial trouble.*® Governments often impose
investment restrictions on specific strategic sectors. For
instance, the Dutch parliament is currently discussing
the “Investments, Mergers and Acquisitions Security
Screening Bill” which identifies “vital suppliers” (heat
transport, nuclear power, air transport, ports, and banking
services) and “sensitive technologies” (including military
goods) to be brought within the scope of the legislation
due to their relevance for national security.® The bill will
require detailed information regarding “the identity of
the investors and ultimate beneficial owners, the control
structure and value of the investment, the origin of finan-
cial resources, the business activities of the investor and
the target, and criminal records’® A UK act commencing
in January 2022 defines 17 sensitive sectors, ranging from
synthetic biology to dual-use goods, which are subject to

screening for investment and intellectual property, and
export controls.®® The application of the law is defined by
thresholds of ownership and control.®®

Many countries also have regulations governing media
ownership, typically to ensure public opinion and poli-
cies are not influenced unduly and to encourage media
pluralism. In September 2021, Ukraine adopted an
“anti-oligarch” bill aimed at curbing the political influence
of powerful individuals associated with corruption in the
country, which implements a register of individuals who
qualify as an oligarch by meeting a number of criteria,
including significant influence over the media® In
Armenia, a central public register for all legal entities is
expected to be launched in 2022. Civil society organisa-
tions expect that transparency in company ownership will
help counter fake news and misinformation, out of concern
over political influence being exerted over their media,
especially by those with links to Russia.' In the Philippines,
highly protectionist legislation requires companies that
engage in broadcasting to be wholly Filipino-owned,®
although critics say this lacks enforcement.®® However,
there is a broader debate about the transparency of media
ownership and its relation to democracy and the rule of
law. The policies discussed may also be used by govern-
ments in ways that are not necessarily beneficial to the
functioning of democratic governance, for instance, by
restricting freedom of speech and control of the media.

k  Dual-useitems are goods, software, technology, documents, and diagrams which can be used for both civil and military applications. See: “National risk

assessment of proliferation financing”, 9.

I Some media companies are wary this will threaten the freedom of the press. See: Shushan Doydoyan, “Beneficial ownership progress in Armenia’, Freedom

of Information Center of Armenia, 6 April 2021,


http://www.foi.am/en/news/item/2011/
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Box 5: Indian restrictions on foreign direct
investment

In response to the COVID-19 crisis, the Indian
Ministry of Commerce amended its Foreign Direct
Investment Policy in April 2020.

Prior to the amendments, the foreign direct
investment laws in India restricted people with
Bangladeshi or Pakistani citizenship and entities
incorporated in Bangladesh or Pakistan from
investing in an Indian company without prior
government approval. Further, any citizen of
Pakistan or entity incorporated in Pakistan was not
permitted to invest in defence, space, atomic energy,
and sectors or activities prohibited for foreign
investment at all.

The amendments expand the scope of these restric-
tions to entities from countries sharing aland border
with India, and to beneficial owners of investments
into India who are resident in or citizens of these
countries. Where a transfer of ownership directly or
indirectly results in the BO falling within the above
restriction, the change in BO also requires prior
government approval. Consequently, investments
from countries like Afghanistan, Bhutan, China,
Myanmar, and Nepal, in addition to Bangladesh and
Pakistan, are now also subject to prior government
approval.®”

The role of beneficial ownership transparency

BOT can help make the true owners of companies visible
and can ensure that hostile states do not circumvent
ownership requirements using domestic shell companies.
At a minimum, BO information should be made available
to the government bodies that need to enforce investment
screening policies. Collecting and holding information
as structured data will make access by different bodies
easier. Making data available to the public allows for public
oversight of government activities; it can increase trust and
accountability and provide a range of other potential bene-
fits, % for instance, in the case of media ownership. As with
public procurement, given the range of policy applications
of BO data, governments are recommended to collect and
verify the information centrally. It is also critical for BO
disclosure regimes to capture sufficient detail about state
ownership, as recommended by the OO Principles.®®

=

Improving public procurement

Public procurement is the purchase of goods, work, or
services by governments. Typically, governments have
procurement policies that aim to prevent corruption and
fraud as well as foster fair, equitable competition and trans-
parency to deliver value-for-money services for taxpayers
through tenders. Governments often attach criteria to
supplier eligibility relating to ownership in procure-
ment for strategic sectors, such as defence and security.
Governments limit the supply of defence procurement
to domestic companies, so that suppliers fall within the
government’s jurisdiction. Weaknesses in procurement,
such as corruption or poor due diligence, can lead to
non-delivery, or delivery of faulty or inferior critical goods

Foreign companies can pose particular due diligence
and verification issues, and can bring added risks, such as
political officials using offshore companies to hide their
interests in a company to access public contracts that they
otherwise should not.

Fraud and corruption severely undermine procurement
processes. Corruption in procurement involves the abuse
of power of office to steer a contract to a specific bidder
without detection. This can involve awarding the contract
to a company that should not win according to the set
criteria, inflating contract values, or including favourable
contractual terms, such as removing repercussions for
the failure to deliver. As corruption involves the abuse of
power of those involved in the procurement process, there
is always a link and a conflict of interest between those
involved and the companies that win. The majority of
procurement corruption cases involve bribes.”



Page150f24 / Using beneficial ownership data for national security OH%

security in the process. National security risks can arise

Box 6: Corrupt procurement undermines national

from the procurement of goods such as defence assets

security in Nigeria

Research conducted by Transparency International
(TI) and Civil Society Legislative Advocacy Centre
(CISLAC) shows how defence procurement has
provided new and lucrative opportunities for the
former military chiefs who allegedly stole as much
as USD 15 billion through fraudulent arms procure-
ment deals. This threatens Nigeria’s internal security
and political stability, and weakens Nigeria’s coun-
terterrorism capacity against Boko Haram.”

The research shows how shell companies (named
briefcase companies in Nigeria) are used to facilitate
fraud and corruption in defence procurement. In
December 2011, for example, unconfirmed reports
surfaced about the Ministry of Defence seeking six
Mi-17SH military helicopters to support operations
against Boko Haram. The tender was not advertised
and instead the eight companies were invited to bid
for the multi-billion dollar supply contract.

The bidding companies had generic names such
as Asset Management Corp Limited and GNY
Management and Consulting, and did not have
websites, which are red flags that can signify shell
companies. The bids also all seemed to be artifi-
cially inflated, potentially indicating collusion and
canvassing. Two of the bidding companies were
chaired by a close associate of then-President
Goodluck Jonathan.”

Procurement fraud comprises efforts to subvert the
procurement process without the knowledge and
complicity of officials. Fraud in procurement can be due
to false representation, failure to disclose information, and
abuse of position.” Multiple bidders can co-conspire to rig
a bid as a cartel to inflate prices, suppress bids, or submit
fake bids in order to steer the selection towards a specific
bid. Procurement systems should raise red flags when
fraud is suspected, but fraud can be very difficult, as well as
time- and resource-consuming, to detect. Companies can
also fail to disclose information that allows procurement
agencies to conduct proper due diligence, or submit false
information to match the profile of the seller that a buyer is
looking for.™

Fraud and corruption as a threat to national security can
be committed by both non-state actors and state actors,
including corporations with links to states. The objective
can be to undermine national security, but could also
simply be self-enrichment that compromises national

Box 7: Certification challenges in US defence
procurement

The US has relied on self-certification in defence
procurement but, in doing so, the country has
seen both financial and nonfinancial fraud. The
Department of Defense’s (DoD) vendor vetting
programme must carry out investigations into
contractor ownership, including BO, without
access to a central BO register. In an audit, the GAO
concluded that the lack of access to accurate infor-
mation exposed the DoD to national security risks
from contractors with opaque ownership structures,
and saw individuals circumvent debarment and
eligibility criteria for specific contracts.

The GAO reviewed 32 court cases involving DoD
fraud between 2012 and 2018. Four cases involved
individuals creating domestic shell companies for
foreign manufacturers to bid on contracts specif-
ically designated for domestic companies. One of
the companies ultimately supplied the DoD with
defective and non-conforming parts that led to the
grounding of at least 47 aircraft. Three of the compa-
nies shared sensitive military technical drawings
and blueprints to foreign countries. In 20 of the 32
cases, the GAO identified ineligible contractors
using self-certification to fraudulently win bids
set aside for companies with majority ownership
by women; US citizens who are economically or
socially disadvantaged; or service-disabled veter-
an-owned businesses. In these cases, they either
fraudulently used the names of eligible individuals
or the figureheads did not actually hold the level of
BO or control of the company required.”™

In another case, the Pentagon discovered that the
company it had procured security cameras from
had circumvented domestic production require-
ments’® by disguising its illegal importation of
Chinese surveillance equipment through the use
of shell corporations with anonymous ownership
records.”
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Box 8: Leasing high-security space from foreign
ownersinthe US

A GAO review found that, as of March 2016, the US
government has been leasing high-security space
from foreign owners in 20 buildings, including 6
Federal Bureau of Investigation (FBI) field offices
and 3 Drug Enforcement Administration (DEA) field
offices. The spaces are used, among other reasons,
for classified operations and to store law enforce-
ment evidence and sensitive data. The companies
owning the spaces were based in countries such as
Canada, China, Israel, Japan, and South Korea. The
GAO was unable to identify ownership information
for about one-third of all 1,406 high-security leases,
because ownership information was not available
for all buildings.”®

Federal officials interviewed said that the national
security risks of leasing foreign-owned real estate
include espionage, cyber intrusions, and money
laundering. This included potentially ‘collecting
intelligence about the personnel and activities of
the facilities when maintaining the property,” for
instance, “by direct observation or surreptitious
placement of devices in sensitive spaces or on the
telecommunications infrastructure of the facility’”®

The role of beneficial ownership transparency

For governments to know to whom they are entrusting the
supply of critical goods, services, and sensitive informa-
tion, it is essential that they be able to identify the people
ultimately benefiting from and exercising control over
supplying companies, and what their interests might be.
Whilst managing a range of risks — including operational
and financial - by using different kinds of ownership infor-
mation in public procurement is not new, governments’
use of data collected and published as part of BOT remains
relatively unexplored. A growing number of countries,
including Bangladesh, Colombia, Egypt, and Moldova,
have started implementing BOT solely for public procure-
ment purposes.®°

Specifically for national security, BOT can help prevent
fraud and corruption by signaling potential signs of
bid-rigging and conflicts of interest, and verifying supplier
eligibility where this is based on ownership. Strengthened
procurement processes can also protect national

m  See, for example, the Bluetail prototype:

=

security indirectly by improving the value-for-money of
what is procured; this is done by fostering competition
and managing risk in order to also expand and diversify
the supplier base.®" Research has demonstrated a range
of potential benefits of BOT to procurement processes,
especially when information is collected on all compa-
nies in an economy and made available to the public.??
Only collecting BO information on bid winners, as some
countries do,®® will not allow BO data to help raise red
flags for bid rigging. If data in a central register is struc-
tured and interoperable, red-flagging checks can be auto-
mated. Collecting BO information on all companies in an
economy and making the information public will also help
companies conduct due diligence on each other, which can
systemically improve procurement, and allows for public
oversight. For defence procurement, publishing details of
specific contracts may not be appropriate, but automated
checks can be built into procurement processes.™

. Bluetail connects contracting and BO data into a platform for procurement

authorities. It displays red flags, such as potential conflicts of interests or collusion (the same beneficial owner appearing in multiple bids). See: Alex Parsons,

“Visualising conflicts of interests”, mySociety, 31 July 2020,


https://bluetail.herokuapp.com/tenders/
https://www.mysociety.org/2020/07/31/visualising-conflicts-of-interests/
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Preventing interference in governance

systems and the rule of law

Strategic corruption has been a key focus of the US commit-
ment to BOT. According to the US National Security
Study Memorandum, “authoritarian states ‘weaponize
corruption’ to weaken democracy and the rule of law’®*
Strategic corruption can be defined as ‘“corrupt induce-
ments ... wielded against a target country by foreigners as
a part of their own country’s national strategy. Sometimes,
but not always, these schemes entail violations of the law,
including by citizens of the target country”s®

The threat of strategic corruption is difficult to quantify and
assess, as itimplies intent and coordination by one country
to directly or indirectly undermine the national security
interests of another country. Intentionality can be espe-
cially difficult to discern. The ‘corrupt inducements” can
include all the issues discussed in this briefing, for instance,
money laundering, corruption of procurement processes,
or unlawfully acquiring ownership in foreign strategic
sectors. That these are part of a broader strategy or involve
state complicity may be impossible to prove beyond doubt.
Nevertheless, different countries identify the following key
areas as vulnerable to strategic corruption in their national
security strategies, that can subsequently form threats to
the integrity of governance systems and the rule of law:2¢

- political campaign financing;
- funding the spread of disinformation, alternative
media, and social media campaigns;

- buying of political influence.

Whether or not they are coordinated by a hostile state,
these activities directly and indirectly interfere with the
democratic process and the functioning of the judiciary.®”

In many cases, there could be an economic incentive
which motivates non-state actors to engage in these activ-
ities, which could have national security implications.
For instance, someone may have a personal or business
interest in achieving a particular policy outcome. Whilst
corruption of the policymaking process and conflicts of

interest undermine the trust in and functioning of govern-
ment, this may not be part of coordinated actions from a
hostile state. Regardless, this presents a security threat.
Other measures (e.g. asset disclosures and parliamentary
standards) help counter and detect undue political influ-
ence — and BOT can also play a role in these — but they are
not the focus of this briefing.

The largest concerns for the US and NATO allies are China
and Russia. However, using political financing to achieve
certain foreign policy outcomes is not limited to author-
itarian states, as suggested by the US National Security
Study Memorandum. The US, for example, has funded
different groups in Afghanistan on numerous occasions.®®
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Box 9: Russianinfluence in the EU and the US

In 2020, the UK’s Intelligence and Security Committee
warned about the risk of political interference by Russia
in a report that states that Russia “is using a range of
methods to seek to disrupt and exert influence on the
UK, including political financing and the spread of
disinformation”®®

The report concludes the government failed to protect
the UK from Russian influence, stating that govern-
ment policy had “offered ideal mechanisms by which
illicit finance could be recycled through what has been
referred to as the London ‘laundromat”. It states that
Russian influence has now become “the new normal’
and that “there are a lot of Russians with very close links
to Putin who are well integrated into the UK business
and social scene, and accepted because of their wealth’
According to OpenDemocracy, most of this is targeted
at Conservative party members.?® For instance, a major
political donor was found to have ties to the Russian
government, and concerns were raised about the access
the donor had to multiple British Prime Ministers.'

Advocates for corporate ownership transparency in
the US point to the Russian interference in the 2016
US elections,® and see the UK as an example of what
happens when “strategic corruption goes unchecked,
pointing to the amount of Russian money in the UK
financial sector and real estate, which they claim give
Russia the confidence to ‘conduct political assassina-

tions” on UK so0il.®®

A 2018 Senate Foreign Relations Committee minority
staff report states that Russia seeks to capture foreign
elites through offers of partnership, cash payments, and
other financial inducements, and uses state-owned
enterprises in strategic sectors, money laundering, and
the financing of political campaigns. The report also
points to the difficulty to discern intentionality from the

The role of beneficial
ownership transparency

BOT on its own cannot necessarily mitigate the threats
discussed, but BO data can be combined with other
data sources to help with the enforcement of legislation
designed to address these issues. It will be critical for
these data to be structured and interoperable for this to

=

Russian state, and that it is unlikely that all activities are
directed by the government.®* This is due to the blur-
ring of lines between private and state activities, and
licit and illicit funds.®

An investigation by Der Spiegel points to links between
Russia and German parliamentarians, documenting
how Russian money funds media outlets in Germany
and social media campaigns with pro-Russian
messages. The investigation points to Russian support
for a right-wing party which also takes pro-Russian
policy positions.®®

In July 2021, a UK standards body, the Committee
on Standards in Public Life, published a report refer-
encing the Intelligence and Security Committee report,
warning about loopholes in the campaign financing
laws, which could act as “a route for foreign money to
influence UK elections’®” The committee’s chair said
digital campaigning has made it “harder to track how
much is being spent, on what, where and by whom”. The
report warns about “unincorporated associations,?®
which are not listed on the UK's company and BO
registry, meaning their financial backers can remain
anonymous. Conversely, a recent Federal Election
Commission (FEC) ruling in the US appears to open the
door to foreign financing of US referendum campaigns.”

Requiring political donors to be registered and to iden-
tify the original source of funds will make it harder for
overseas donors to anonymously give through shell
companies to political campaigns. The UK has had
a central and public BO register since 2016, which
shows that BOT and the presence of BO data alone will
not achieve policy outcomes. The data must be used,
and potentially combined with other data, to achieve
impact. This may also require complementary legisla-
tion, which the data can help monitor and enforce.

be effective. For example, legislation to counter the buying
of political influence may require a register of people and
companies who lobby governments, as is the case under
the US Foreign Agents Registration Act (FARA), which
requires foreign lobbyists to register, or Australia’s Foreign
Influence Transparency Act. These datasets would be most
effective if linked to other publicly available datasets, such
as politicians’ asset declarations and BO information.®®

N Foreign nationals are barred from donating to US political candidates or committees. See: Lachlan Markay, “FEC lets foreigners finance U.S. ballot fights”,

AXxios, 2 November 2021,


https://www.axios.com/fec-foreign-money-referendum-dcc92322-05ad-4093-8bb8-35446ef6c964.html?utm_source=twitter&utm_medium=social&utm_campaign=editorial&utm_content=politics-fec
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Similarly, legislation requiring the disclosure of informa-
tion about political parties and campaign financing can
be combined with BOT to protect the integrity of political
processes and improve citizens' trust in them. As the UK
example above shows, it is critical for all relevant entities
to be covered within the scope of disclosure.’®® This may
also require complementary measures, such as extending
due diligence requirements to a range of other businesses,
including “law and public relations firms, investment and
real estate advisors, and art dealers.”

The topics of legislating against the spread of disinforma-
tion and regulating social media campaign financing are
being discussed by a number of countries in the context
of disinformation around the COVID-19 pandemic.°
Following criticism that the network’s ads were used to
influence the 2016 US elections, Facebook launched the
Ad Library in 2019, which now includes “information from
the advertiser” and “paid for by” information, including
individuals’ or companies names."” However, there are no
other identifiers besides a name for both individuals and
companies, meaning it would be difficult to disambiguate
similar names. The EU, in December 2020, proposed the
Digital Services Act which would implement transparency
obligations for online advertisements, including informa-
tion on whose behalf ads are displayed.'®® Information to
be provided will include “the identity and place of establish-
ment of the sponsor on behalf of whom the advertisement
is disseminated including their name, address, telephone
number and electronic mail address, and whether they
are a natural or legal entity”'** In combination with public
BO registers mandated under the AMLD5, this effectively
provides BO information for political advertising. If social
media networks published information about who pays for
advertising campaigns as structured data with identifiers,
this could be more easily connected to BO datasets from
central public registers with structured and interoperable
data.

o Forexample, only 12 social media accounts were found to be responsible for the vast majority of COVID-19 disinformation, which was named as a driving
force behind the virus spreading. See: Erum Salam, “Majority of Covid misinformation came from 12 people, report finds”, The Guardian, 17 July 2021,

: Davey Alba and Sheryl Gay Stolberg, “Surgeon General Assails

Tech Companies Over Misinformation on Covid-19”, The New York Times, 12 September 2021,


https://www.theguardian.com/world/2021/jul/17/covid-misinformation-conspiracy-theories-ccdh-report
https://www.theguardian.com/world/2021/jul/17/covid-misinformation-conspiracy-theories-ccdh-report
https://www.nytimes.com/2021/07/15/us/politics/surgeon-general-vaccine-misinformation.html
https://www.nytimes.com/2021/07/15/us/politics/surgeon-general-vaccine-misinformation.html
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Conclusion

The December 2020 US commitment to implementing a
central BO register has put the spotlight on how BOT can
contribute to national security. Mostly, this covers the use
of BO data in known policy areas, rather than new ones.

BO data is essential in order to know with whom one is
doing business. Anonymously owned shell companies
are a significant loophole in legislation protecting national
security, and can make countries complicit in illegal
activities outside their jurisdiction that negatively impact
their national security. These loopholes can be exploited
by hostile states as part of foreign policy to undermine
national security, or by actors pursuing financial incen-
tives, for whom undermining national security is not the
aim but whose actions undermine it nonetheless.

This briefing shows that the issue of national security cross-
cuts a number of different policy areas where the use of BO
information is relevant. It demonstrates that in order for
BOT to address the loopholes, reliable and usable BO data
needs to be made available in a timely manner to and used
by a range of government and non-government actors.
The most effective way to do this is through implementing
central registers. In many instances, making the data avail-
able to the public can have further benefits."®® For many of
the policy areas, foreign state ownership of companies is
relevant and should therefore be captured as part of BO
disclosures in a standardised way."® All relevant entities
should be included within the scope of disclosure.’”

The briefing has also demonstrated that BO data is most
valuable when combined with other data to enforce legis-
lation, for instance, with government licensing data or
lobbyist data. In order to do so efficiently, and in order to
build in automated checks that can raise red flags, BO data
should be made available as structured and interoperable
data.’®® Beyond specific use cases, BOT provides visibility
and knowledge of who is operating in an economy and
financial system, which is a fundamental piece of informa-
tion for knowing how best to protect it.

The OO Principles provide a framework for implementing
comprehensive BOT reforms, in line with the recom-
mendations set out in this briefing. They seek to generate
actionable and usable data across the widest range of
policy applications of BO data. Effective disclosure needs
high quality, reliable data to maximise usability for all
potential users and to minimise loopholes.'*®
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