
Fighting financial crimes with 
modern technologies

Suspicious Activity 
Risk Awareness



$1.45 TRILLION (3.5%) 

OF Global Trade Turnover IS LOST 

AS A RESULT OF FINANCIAL CRIMES

Problem

The average global money 
laundering risk score – as 
reported by the annual Basel AML 
Index - saw an increase in 2021 
from 5.22 to 5.3 (out of a 
maximum score of 10)

The NCA estimates that fraud 
alone causes losses to UK 
consumers, businesses and the 
public sector worth around $258 
billion every year, and that money 
laundering costs the UK more 
than $136 billion a year

The amount of criminal funds that 
are either channelled through the 
UK or facilitated by UK structures, 
“can reasonably be said to run into 
the tens of billions of pounds, and 
probably the hundreds of billions” 

FinCrime fines fell by 78% from 
2020 to 2021, with just $2.86bn 
given out compared to $13.15bn in 
2020 – $7.2bn of which related to 
the Malaysian 1MDB scandal

https://baselgovernance.org/sites/default/files/2021-09/Basel_AML_Index_2021_10th%20Edition.pdf
https://baselgovernance.org/sites/default/files/2021-09/Basel_AML_Index_2021_10th%20Edition.pdf
https://www.nationalcrimeagency.gov.uk/what-we-do/crime-threats/fraud-and-economic-crime
https://www.nationalcrimeagency.gov.uk/what-we-do/crime-threats/fraud-and-economic-crime
https://www.nationalcrimeagency.gov.uk/news/national-economic-crime-centre-leads-push-to-identify-money-laundering-activity
https://www.nationalcrimeagency.gov.uk/news/national-economic-crime-centre-leads-push-to-identify-money-laundering-activity
https://committees.parliament.uk/publications/8691/documents/88242/default/
https://committees.parliament.uk/publications/8691/documents/88242/default/
https://committees.parliament.uk/publications/8691/documents/88242/default/
https://www.amlintelligence.com/2022/01/aml-intelligence-launches-2021-financial-crime-fines-review/
https://www.bbc.co.uk/news/topics/cm8m6leejrkt


Solution SARA (Suspicious Activity Risk Awareness) is an investigative utility, 
bringing together data from multiple sources to resolve all Entities and 
Relationships. SARA employs advanced visual analytics capabilities 
developed by Black Ice – empowering investigators with needed insight 
into networks which continue to develop greater sophistication and 
opacity

We have created a new common 
formatted mapper of The Open 
Ownership Register data from the 
beneficial ownership registers of: 

Denmark

Slovakia

The United Kingdom 

As Open Ownership continues to 
enable more countries to adopt 
their Beneficial Ownership Data 
Standard format, we will continue 
to update our GitHub with the 
country details

Open Ownership – Data Value

https://www.openownership.org/


How does it work?

multiple databases  help

to identify transactions 

all over the world

Own Country registries

Dow Jones Watch List

Sayari

Open Corporates 

Equifax Credit Header

OFAC 

ICIJ 

LEIE

Open Ownership

DNB/Hoovers (Bulk or API)

Corporates & Executives

UBO Ownership 

BVD/Moody’s (Bulk or API)

Corporates & Executives

UBO Ownership 

Not-for profits 

Canada

Other

USA



Data systematization

by 
combining 
data —
software 
generates 
summaries



Across data source summary

cross 
source 
details 
provide 
additional 
insight



whole 
database 
search

Searching for resolved entities

Includes various information

Risk Score

Relation to every entity across database

Names

Addresses

Data Sources



see 
ownership 
by entities 
from other 
countries 

Analyzing information

SARA also shows voting 
rights or how many shares 
the shareholder has



Trace Assets, 
Discover Ultimate 
Beneficial Owner 
(UBO) details, 
identify Hidden 
Risks and Obscure 
Relationship 
Networks

Analyzing information



UNcover shell companies in multiple 
jurisdictions by finding shared addresses

Analyzing information

Shared office spaces, accounting and law firms make it possible 

to register multiple shell companies on the same adress



Generative AI report generation

write investigative reports & search 
through them in minutes with AI

Search information you need through all databasesReport generation runs faster than other possible solutions using 
parallelization — 26 reports can be written simultaneously

With wich you do reports in minutes with an ability to search 
anything in the web 

with wich you do reports in minutes with an ability to search 
anything in the webwith wich you do reports in minutes with an 
ability to search anything in the webwith wich you do reports in 
minutes with an ability to search anything in



 the webwith wich you do reports in minutes with an ability to 
search anything in the webwith wich you do reports in minutes with 
an ability to search anything in the webwith wich you do reports in 
minutes with an ability to search anything in the webwith wich you 
do reports in minutes with an ability to search anything in the web

Investigative report



The value of 
resolving Open 
Ownership data 
inside SARA

Match records within and 
across data sources and identify 
potential records that relate to the 
same entity. Senzing resolution 
engine is preconfigured but can 
be customized to resolve based 
on clients’ needs.

Merge information from 
duplicate records with the help 
of canonical rules, so that 1 single 
Entity ID record accumulates 
context across all Data Sources.

Discover and highlight any non-
obvious relationships or 
anomalies that may be present in 
the form of missing, incomplete or 
invalid data values.

Discover and highlight any 
statistical anomalies that may 
be present in the form of missing, 
incomplete or invalid data values.

Companies

UBO Ownership

UBO Ownership Percentages



The value of resolving Open Ownership data inside SARA

87,240 Companies that are the 
same across jurisdiction 

3.65 million UBO’s that are the 
same across jurisdictions — 
with ownership in multiple 
companies

IMPROVED MATCHING 
ACCURACY

Improved Business Value by linking 
more Open Ownership UBO records 
together. Immediate linking – Black Ice 
SARA resolves and re-resolves 
entities upon receipt of refreshed 
Open Ownership data

SMARTER 
INVESTIGATIONS

Identify Hidden Connections


Find Companies across multiple 
jurisdictions


Find Officers with ownership across 
jurisdictions

ENHANCED DATA 
MANAGEMENT

Identify Dirty Data preventing entities from 
Resolution 


Identify Synthetic ID’s


Identify hidden relationships



The Value of integrated data across data sources

SMARTER DATA SMARTER INSIGHTS SMARTER ACCESS
Improved Entity Accuracy by creating 
a single view of multiple source 
records resulting in

Improved Business Value by linking 
more Open Ownership records 
together


Immediate linking – SARA resolves 
and re-resolves entities upon receipt 
of refreshed Open Ownership data

Identify Hidden Connections 
Relationships by identifying source 
records that have similar attributes 


Matching across Character Sets – 
identify and match records in multiple 
spelling variations.

Ready to consume JSON – 
Refreshed/Publish daily 


Customizable to include select Open 
Ownership data 


Simple and Easy to deploy 


Simple integration to other Data 
Sources



SARA’s deployment
SaaS service where custom data sources are configured 
for the benefit of the customer. The customer subscribes to 
the service for a monthly fee. The fee is variable based on 
the sources and cost of the sources. There are other public 
and free sources we have access to that would come as 
common data sources in the configuration. The 
subscription fee is only based on data and service cost, 
there are no charges based on number of users. A client 
can have 1 to x number of users as a subscription member 
and only pay for the service/data cost.

option 1
On-Premises installation, configured with data 
sources selected by the customer. This custom 
deployment could include:

Own Country registries


Dow Jones Watch List


Sayari


Open Corporates


BVD/Moody’s


DNB/Hoovers (Bulk or API) 


Equifax Credit Header


OFAC | ICIJ | NPI | LEIE


Open Ownership


Not-for profits

option 2



Get Off 

the grey list

join sara

stephen@openownership.org
Contact Open Ownership

scott@blackice.ai
Contact Black Ice

https://www.blackice.ai/contact-3
mailto: stephen@openownership.org
mailto: scott@blackice.ai
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